Managing Users
Within Online Banking

Manage Users
The Manage Users functionality allows an online banking user(s) at the business the ability to setup and
manage all the online banking users the business customer may need for their cash management services. The
online banking user that has this ability must have the ‘Manage Users’ privilege assigned to their user by FSBB.
To request this ability please contact a FSBB Representative at (936) 395-2141 or (979) 589-2407.
Adding or Modifying a Sub User
To add a sub-user, complete the following steps:
1. Access the Cash Management screen within Online Banking, by logging in and clicking the Cash
Management Tab.
2. Click on Manage Users
3. The User Management screen will display as shown below.

4. Click the ‘Add New User’ link
5. This will require you to request and input a security code. A security code is required for the Manage
Users functionality because of the administrator rights inherent in this role and the security factors
associated with it.
6. Once the code has been input the Add New Users Screen will appear

7. After you have entered the required information click Add

8. This will take you to a screen where you can add additional users, or update the user you have just
entered as shown below

9. Keep in mind at this point, the user that you have just created does not have any ACH privileges or
limits assigned to them.
10. If you want to continue adding additional users click the ‘Add’ link at the bottom of the window
11. If you want to manage this user and add specific ACH privileges and limits, click the ‘Manage’ link at the
bottom of the window.
12. If you click the ‘Manage’ link the following screen will appear

13. The following will walk through each of the tabs on the Update Cash Management User screen.
Authorization Tab: Typically, when adding a new sub-user, there is not anything that needs to be
touched on this screen, because the user name and password were already created during the add
user process. Ongoing maintenance is usually what you will use this screen for. Resetting
passwords, unlocking accounts, etc.
In the User Name field you will see the user name that you entered when you created this user.
Note that you are able to edit the user name if need be. An example of when you might change the
user name is if the business employee who is currently using this login leaves their employment.
The business user administrator can update this user name to reflect the name of the new
employee who will be taking over this login.
In the status field, there are 3 different statuses that can be used.
• Active: means that the user has the ability to log into online banking and their account is
enabled.

•
•

Disabled: means that the user does not have the ability to log into online banking. Their
account has been disabled This status would be used if the employee of the business that
was using this user name was no longer employed by the business
Locked: means that the user has attempted to login too many times with an incorrect
password. They are not able to log in to online banking as long as the status is locked. The
user must call the ‘manage users’ administrator at the business (not FSBB) and have their
status changed to Active.

If the sub-user needs to have their password reset, select the ‘Use New Password’ option. The new
password must conform to the password policy set by the financial institution. The password that is
created by the manage user administrator is considered to be a temporary password. The sub-user
will be required to create a permanent password the next time they log in.
Additionally, on this screen the manage users administrator has the ability to reset the sub-users
security questions. If the questions are reset, the sub-user will be required to configure and answer
5 new security questions the next time they log into online banking.
Profile Tab: The profile screen is where the name of the business user employee is found. Additionally,
you will see the email address for this employee. The email address that is input here is where the
‘Forgot Your Password’ email will be sent if the employee uses that feature. It is also the email
address where the security code for accessing online banking will be sent.

All sub users will be forced to review their email address at login on the same interval that the rest
of the FSBB’s Online Banking Users will. However, if you want the sub-user to be forced to review
and validate their email address outside the configured time frame you can select the ‘Reset Dateforces user to review profile on next login’ option. When this option is selected, the user will be
presented with the profile information immediately after logging into online banking. The user
must review and/or correct any information on this screen and click ‘Save’ in order to get into the
rest of online banking.

Services Tab: The services tab is where bill pay functionality is either enabled or disabled for the subuser. Also if the sub-user is going to have the ability to make internal transfers between online
accounts for the business, then an internal transfer limit must be set for this user on the Services
tab.

Cash Management Tab: After a sub-user has been setup by the manage users administrator, the cash
management tab in the online banking is automatically ‘enabled’ for the sub-user. Meaning, that
when the sub-user logs into online banking they will see the Cash Management tab. However, the
sub-user does not have any specific ACH rights assigned to them at this point, so if they attempted
to access the cash management screens in online banking they will receive an error telling them
that they do not have the authority to access these screens. Until the manage users administrator
updates the ACH rights and limits for the sub-user will the sub-user be able to perform any type of
cash management service

Below, each of the various risk settings and ACH rights that can be configured for a sub-user are
defined. A risk setting is used to minimize the potential loss for your institution.
ACH Rights
• Upload: The ability for the sub-user to securely upload into online banking an ACH file that
was created by a 3rd party software
• Maintenance: The ability for the sub-user to add, view and edit ACH participants; add, edit
and maintain ACH templates; enter ACH amounts. This sub-user does not have the ability to
submit the batch to FSBB for processing, nor approve it.
• Initiate: the ability for the sub-user to view ACH batches created by a sub-user with the
maintenance privilege, assign an effective date for the batch and submit the batch to FSBB.
This sub-user does not have the ability to edit the ACH batch in any way.
• Approve: The ability to view ACH batches submitted by the sub-user with the initiate
privilege and approve it for the processing by FSBB. This sub-user does not have the ability
to edit the ACH batch in any way.
ACH File Types: define the type of files the sub-user will be able to submit. For example, a credit
batch (1 DR allowed) would be used if this sub-user’s only functionality was to create direct deposit
of payroll batches. In this case, the batch would consist of multiple credit entries but only 1
offsetting debit entry. If the sub-user needs to have access to multiple debit and credit entries you
would want to allow them the ‘Both Debits and Credits’ option
Risk Settings:
• User ACH Exposure Limit: The maximum dollar amount of ACH batches, both Debit and
Credit, which this user can originate.
• User ACH Exposure Days: The total number of days assigned to the exposure limit. These
two settings work in conjunction with each other. For example, if the user has been set with
a $15,000 exposure limit and 5 exposure days, it means that the user has up to 5 days to
utilize the total exposure limit of $15,000. If they created one batch for $15,000 on day 1,
then they would not be able to create anymore ACH batches until day 6 when the exposure
limit and exposure days have refreshed.
Wire Transfers can either be enabled or disabled for this sub-user. When wire transfers are
enabled, it simply allows this sub-user the ability to submit an online form with wire instructions.
Once the form has been received by FSBB it should be handled and processed as any other wire
transfer request coming in from another avenue. If a sub-user has been given access to submit a
wire transfer request, you must enter a ‘User Wire Limit’. This limit does NOT check the available
balance in the accounts. The only thing it does is verify that the wire transfer request submitted
was not for an amount greater that the limit set.
Security Code Delivery Methods: Any sub-user must have at least one delivery method configured
for them. The cash management screens and functionality can only be accessed once a security
code has been entered. If both the email address and the mobile number for the sub-user are
configured, then the sub-user will have the ability to select which delivery method they want to use
to receive the code. If only one method has been configured, then they will not have a choice and
must have access to either their email or text message(whichever is configured) in order to retrieve
the code and access cash management.

Accounts Tab: The accounts tab is where the accounts that the sub-user will have access to for either
internal transfers, bill pay and cash management services will be configured.

To give a sub-user access to accounts, click on the ‘Add Accounts’ button on the bottom of the
screen. This will display a screen with the business customer’s accounts listed. The first thing you
will need to do is select the accounts that you want the sub-user to have access to, and then click
‘Submit’.

Once you have done this, it will take you to a screen where you can define specific debit and credit
privileges regarding internal transfers, the ability to view the account balance and history, etc.

The following describes the functionality of each of the available account privileges:
Credits: This will allow the sub-user the ability to make an internal transfer TO this account.
Debits: This will allow the sub-user the ability to make an internal transfer FROM this account
E-Delivery: This option will allow the sub-user to receive an email notification whenever the
account statement is available for viewing within online banking
Hide Details: This option will hide the account balance and account history from the sub-user
Activity Log Tab: This screen provides an online audit trail, viewable by the mange user’s
administrator, of all the online banking activity generated by the sub-user.

Deleting a Sub-User

To delete a sub-user, complete the following steps:
1. Access the cash management screens, by logging into Online Banking and selecting the Cash
Management tab.
2. Access the Manage Users screens
3. Click on the ‘Delete’ link for the sub-user you wish to delete

You will receive a screen warning you that you are about to delet the user. Click ‘cancel’ or ‘delete’ to
confirm.

