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Online Registration

1 Introduction

Welcome to the Online Banking Users Guide. This manual presents users with information on how
to manage their accounts using the Online Banking System. This guide covers the basic Online

Banking services which include: Accounts, Internal Transfers, External Transfers, Cash
Management, Messaging and Other services.

2 Online Registration

Online registration is the ability for a bank customer to sign up for Online Banking from their
computer via the bank's website. To register for Online Banking, customers may simply go to the
financial institution's home page, navigate to Online Banking then click the Register link.

7 Online Access”™”

Right here. Right now. Just right.

Log On | Register

Log On

Weicome to Online Banking! In order to keep your accounts and information safe, we have added additional layers of securily to the login process. These security measures

validate you as an authorized user and give you the peace of mind that you are logging into our official Online Banking site. Please enter your Online Banking username
(usermames are not case sensiive)

Existing Users /New Users \

New users may ragistar onling at any time
Usemame

| Benefits Include
« Access to account balances and

Secure communication with bank staff
Ability 1o perform transfers

Always check your browser for the ‘Lock” symbol that indicates that you are connected 10 us using an encrypted connection. If you ever doudt the authenticity of this site,
double-dick the lock symbol in your browser and verify the validity of the associated certificate

0

Copynght 2012, All rights reserved Privacy | Terms of Use

There are two different methods for online registration - Automated Lookup and Manual Request.
Both of which are described below. Your financial institution has the ability to offer just one of the
methods or a combination of the two. For information on how to configure your institution to offer
either of these types of registrations, please see the i2Z0LB Administrators User's Guide.

2.1  Automated Lookup

With this type of enrollment, the information that the customer inputs into the online form is
compared in real-time with the same information in the core/host files. The purpose of this type of
enroliment is to validate the authenticity of the customer information, and if accurate, allow the
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customer to enroll completely for online banking with minimal intervention required by the online

banking administrator. The automated lookup method consists of 6 different steps.

1. Customer inputs basic profile information such as name, date of birth, social security number,
and one of their account numbers

. Create a unigue user name and password

. Create a unique security phrase

. Configure 5 security questions and answers

. Update User Profile / Preferences

. Configure a delivery channel for the security code

OO, WN

Step 1: Basic Profile information:

In this step of the registration, the customer is required to input basic profile information. Once the
customer enters this information and clicks submit, the information that the customer typed into the
various fields is compared to the same data fields in the core/host system. If the customer entered
this information 100% correct, they will be able to continue on to step 2 of the online registration. If
they have incorrectly entered any of this data and it does not match up with the information from the
core/host system, then they will receive an error message and will not be allowed to continue on to
step 2.

For security reasons, we will not highlight the fields that had incorrect data. This is done
intentionally so that a hacker will not know which field is incorrect thus allowing them to concentrate
their efforts on that field. In addition to this security feature, there is a configurable option within the
administrator that allows your institution to limit the number of incorrect registration attempts per
customer. For specific information on how to configure the incorrect registration attempts setting,
please refer to the i20LB Administrator's User Guide.

There are many reasons why a customer may not validate on step 1 of the registration process.
The most common reason is that they enter their name differently than how it exists within the
core/host system. For example, a customer might be listed in your core/host system with the legal
name of Jeffery. However, when this person attempted to register online, they entered their name
simply as Jeff. Another reason why a person may not validate on step 1 is by incorrectly formatting
their date of birth. To assist with minimizing this error the date field contains a shaded hint as to
how to format the birthday correctly. However, if a customer is not paying close attention to this
hint they may still enter their birth date incorrectly and err out upon submission. Additionally, if your
customer inputs an account number that is not associated with their core/host records, they will not
validate. And finally, if a person attempts to register with your bank, but they are not a customer of
your bank, then they would not get past step 1 either.

The purpose of validating the entered information against the information in the core is to ensure
that the person registering for access to online banking is an actual customer of your bank. If the

validation is successful, then they will be allowed to move on to step 2.

The following screen shot is an example of the Step 1 screen.
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Log On | Register

Verify Identity (Registration Step 1 of 6)

Existing customers can register for online banking by following our quick and easy enroliment process. To begin, please complete the fields below to help us determine which
accounts you should have access to once you log on to Online Banking. Be sure to enter the information exactly as it appears in our records.

Problems?
Customers who are unable to register here can submit a request to our staff using this alternative form.

5 All Fields Required
Owner Identity
Help us identify the owner of the accounts you wish to access.

Is this a Business? () ves ® No
First Name [—
Last Name {—
SSN ﬁ
Birthday Ii )
Account Number r—
| submit |

Step 2: Creating a User Name and Password

In this step, the customer will be able to create their own, unique user name. The system will not
allow duplicate user names, so if the customer creates a user name already in use by the system,
they will receive an error message and will have to create a different user name. As with any
secure login, a person should not use private, confidential information as their user name. For
example, their social security number or an account number. If an online banking administrator
sees that a customer has created a user name using inappropriate information, the administrator
does have the ability to modify the user name in the administrative site. For specific information on
how to modify a user name, please refer to the i2ZOLB Administrator's User Guide.

During this step, the customer will also create their own, secure password for online banking. The
password policy that has been established by your financial institution will display on this screen
informing the customer on the specific criteria that must be used to create a password. This
information will let the customer know the minimum number of characters the password needs to
be, whether it needs to contain both letters and numbers, both capital and lower case letters, and
whether or not it must contain special characters.

Step 3: Creating a Verification Phrase

A verification phrase is a security feature that lets your customer know that they are logging into
their bank's valid online banking site and not into a site that has been hacked or fraudulently
created. In step 3 of the online registration, the customer will type in a word, phrase, quote, song
lyric, etc. that means something special to them. This phrase is stored in the database and will be
presented back to the user when they log into online banking on future occasions. If the customer
is logging in and if the phrase that is presented to them is the phrase that they created, then they
can be assured that they are on their bank's valid site and they can proceed logging in. However, if
the phrase that is presented to them is not the phrase that they created, then the customer should
not continue logging in and should contact their financial institution immediately and report the
situation!

As a security precaution, once the customer has created the phrase - even though it is entered as
‘text' - the system will convert this to an image and it is stored in the database as an image. Thus,
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when the phrase is presented to the customer during the log in sequence, they are actually seeing
an image of the phrase they created. By doing this, we are preventing hackers from using screen
scraping technology to steal the verification phrase.

If the customer feels that their phrase has become compromised, they will have the ability to
change this phrase from within online banking.

Step 4: Configuring Security Questions

Every online banking user will be required to configure 5 security questions and answers. These
security questions are used in various places within online banking. The first place it is used is
within the automated password reset feature. If your customer is logging into online banking and
they have gotten to the password entry screen but cannot remember their password they will see a
link titled 'Forgot your password?". Clicking this link will present the customer with 3 of their 5
questions, randomly chosen. The customer must answer these questions successfully in order to
receive the password reset email.

The other place where security questions may be used is during the login sequence itself. Each
financial institution has the option of choosing which method of Multi-Factor Authentication they
want presented to their customers during login. A financial institution can choose to have either
security questions presented to their customers or they can require their customers to receive a
security code via a text message or phone call in order to continue logging into online banking. If
an institution has chosen for their customers to answer security questions, then the questions that
the customer configures during the online registration process will be the pool of questions that the
system will use to challenge the customer during login.

If the customer feels that their security questions have become compromised, they will have the
ability to change these questions from within online banking. Also, some customers may forget the
answers to their questions and may contact your institution regarding this. An online banking
administrator has the ability to see both the questions and the answers that the customer created
and either remind the customer what these are, or they can reset the questions which would require
the customer to configure a new set of questions upon their next login. For specific information on
how to reset a user's security question, please refer to the i2Z0OLB Administrator's User Guide.

During the online registration process, when the customer is presented with the Configure Security
Questions screen, they will have a choice to either pick questions from a pre-defined list of
questions or they will have the ability to create their own custom questions.

Step 5: Update User Profile/Preferences
In this step, the customer would verify their name and email information. It is where they can also
opt infout of the password reset feature along with configuring other miscellaneous settings.

Step 6: Configure Security Code Delivery Method

As mentioned in Step 4, receiving a security code in order to log into online banking is one of the
multi-factor authentication methods that your institution can choose. Every customer that registers
for online banking will be required to configure a delivery method for how that code can be
delivered. The code can be delivered via text message or the customer can receive a phone call
with code. During the online registration process, your customer will be limited to configuring only
one delivery method. However, the customer can log into online banking and configure multiple
delivery channels for receiving the security code. To configure more delivery channels, the
customer would do so under the 'Alerts' menu, then 'Delivery Methods' sub menu in online banking.
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2.1.1 Automated Lookup Activation Options

Depending on how your financial institution is configured, the online registrations submitted by your
customers can either be automatically activated or they must require activation by your online
banking administrator.

2111 Automated Activation

With automated activation, if your customer is able to validate through the 6 steps of the enroliment
process, they will be automatically activated after the last step and will have immediate access to
online banking with 'View Only' privs assigned to their accounts. The customer will be able to see
their accounts, the balances, the transaction history, statements, etc. However, they will not be
able to conduct transfers or possibly will not have access to other services such as billpay and
cash management. In order for the customer to be able to conduct transfers or perform other
services, an administrator must maintenance the online account and assign the specific privileges.

Because of this, for any financial institution that is configured for Automated Activation, it is
recommended that the specific log notifications relating to registration be defined for the online
banking administrator(s). A log notification is an external email that is sent to pre-defined email
addresses at the institution notifying the recipient(s) of a certain event or action that has occurred in
online banking. Once the log notification has been received, the recipient(s) can log into the online
banking administrator and perform any necessary maintenance or processing as needed. For
specific information on log notifications and how to configure them, please refer to the i20LB
Administrator's User Guide.

One thing to note, is that with this type of activation, your customer will NOT receive an automated
email message when their accounts have been updated with transfer privileges. The customer can
be contacted via secure messaging within online banking to let them know that their account has
been reviewed by an administrator and additional privileges have been assigned to appropriate
account types.

211.2 Required Activation

If your financial institution is configured for Required Activation, then once your customer makes it
through the 6 steps of the online registration, the enroliment information is sent directly to the i2OLB
Administrator and access to the online account is in a pending status until an administrator can
review and approve the enroliment.

There is a log naotification that can be established on this type of enroliment to notify the online
banking administrator when an enrollment has been received. A log notification is an external email
that is sent to pre-defined email addresses at the institution notifying the recipient(s) of a certain
event or action that has occurred in online banking. Once the log notification has been received,
the recipient(s) can log into the online banking administrator and perform any necessary
maintenance or processing as needed. For specific information on log notifications and how to
configure them, please refer to the i2Z0OLB Administrator's User Guide.

With this type of activation, as soon as an administrator approves the enrollment, the customer will
receive an automated email message, sent to the email address they supplied in the enrollment,
letting them know that their account has been activated and is ready for use.
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2.2  Manual Request

The Manual Request type of enrollment differs from the Automated Lookup enroliment greatly.
With Automated Lookup, the information the customer types into the online form is being compared
in realtime with the same information from the core/host files. Manual Request is just a form
submission and does not attempt to verify any of the information that was input by the customer.
Because of this, the enroliment form must be reviewed and approved by an online banking
administrator before the customer can access their online accounts.

Your financial institution has the option of offering either one type of enrollment or the other, or
both types of enrollment in conjunction. For institutions that offer both types of enroliment, the
manual lookup option is located just above the automated lookup form. See screen shot below.
(Note: to access the screen shown below, the customer must first have clicked on the 'Register’

link from the online banking home page, then click 'Accept’ at the bottom of the online banking
agreement and disclosure)

Verify Identity (Registration Step 1 of 6)

Existing customers can register for online banking by following our quick and easy enrollment process. To begin, please complete the fields below to help us determine which
accounts you should have access to once you log on to Online Banking. Be sure to enter the information exactly as it appears in our records.

Problems?
Customers who are unable to register here can submit a request to our staff using this alternative form

All Fields Required

Owner Identity
Help us identify the owner of the accounts you wish to access.

Is this a Business? () Yes ® No

First Name ,—
Last Name l—
SSN [—
Birthday ,7 ]
Account Number l—
[ submit |

For financial institutions that are only offering the manual lookup type of enroliment, the
registration screen will look as shown below. (Note: to access the screen shown below, the
customer must first have clicked on the 'Register' link from the online banking home page, then
click 'Accept' at the bottom of the online banking agreement and disclosure)
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Registration - Request Access

To begin, please complete the fields below to help us determine which accounts you should have access to once you log on to Online Banking. Our staff will be contacting you
shortly.

. Al Fields Required
Owner Identity S

Help us identify the owner of the accounts you wish to access.

Is this a Business? () yes ® No

First Name [—
Last Name [—
SSN li
Account Number ﬁ
Birthday [mmadvyyy

Desired Username l

Email Address I

Phone Number
Submit Request

It is important to note that because none of the information input by the customer is verified against
the host files, the online banking administrator will be required to create a user name and temporary
password for the customer during the approval process. You may want to contact the customer in
advance to confirm their enroliment and to inquire about what they would like their online banking
user name to be. Once the enrollment has been approved, the customer must be notified and
given their login information (user name and temporary password) so that they can access online
banking. Note: login information should NEVER be sent via email! It is always best to contact the
customer in person or send via USPS. When the customer logs in for the very first time, they will be
required to do the following things:

o Change their password o Configure their
security questions and answers o Update their
user profile information o Configure a delivery
channel for the security code

2.2.1 First Time Login for Manual Request Enrollments

If an online banking user was setup via the manual lookup enrollment, they will be required to setup
various security parameters the very first time they log into online banking. This setup is on the
initial login only! They will not have to do this on subsequent logins. The first time login for this
type of enrollment consists of the following steps:

. Input User name

. Enter temporary password

. Create a verification phrase

. Configure and answer 5 security challenge questions

. Change your password to a permanent, secure password

. Update profile information

. Configure a delivery channel for receiving the security code

~NOo ok, WN PP
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1: User Name

Once you have received your user name, you may enter it into the User name field on the Online

Banking login screen. You can also access the Login screen by clicking Log On in the upper right
hand corner of the screen.

> Online Access™”

Right here. Right now. Just right.

Log On

Weicome to Online Banking! In order to keep your accounts and information safe, we have added additional layers of security to the login process. Thegh security measures

validate you as an authorized user and give you the peace of mind that you are logging into our official Online Banking site. Please enter your Onling/Banking username

(usemames are not case sensitive)

New Users Weicome to Onhine Banking ajfas

Animas Bank!

Usem New users may register online at any time

' Benefits include Enter customized text
* Access to account balances and
m transactions

* Secure communication with bank staff
* Abity to perform transfers

Always check your browser for the “Lock’ symbol that¥ggicates that you are connected 1o us using a

ncrypted connection If you ever doubt the authenticdy of this site
double-click the lock symbol in your browser and verify 1 alidity of the associated cenificate

You may enter your user ID inthe box or click Log On
Copyright 22012 All rights reserved J p ¢ Privacy Terms of Use
i - to log in to Online Banking. I

2. Password

Once you have entered your user name and clicked Submit, you will be instructed to input the
temporary password you received from your financial institution.
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4 Online Access™”
s nine ACCeSssS
T
Right here. Right now. Just right.
‘\ .b ’,\
—
0q On En‘u IS1er

Password

Before entering your password, confirm that the venficabon phrase you see below Is the venfication phrase you created when setting up your account

If you do not recognize your venficalion phrase, do not iog in! Contact your financial institution immediately

You have not selected a verification phrase. You will be directed to do this after your password has been validated.

Please enter your Online Banking password

Copyright 2012 Al nghts reserved Privacy Terms of Use

3. Create Security Phrase

The Security Phrase is a phrase that will display on the password screen at every login. The
purpose of the phrase is so a user will know at a glance that they are without a doubt at their
financial institution's Online Banking portal. A Security Phrase, unlike a password has no
restrictions or special requirements; it can be what ever a user chooses. A name, car, song title,
sports team, etc.

can be used as a Security Phrase. Once you have chosen a security phrase, enter it in the box
provided and click Submit. The next time you log in, you will see your security phrase on the
password screen. If the security phrase that you see on the password screen is NOT the phrase

that you created then you should NOT log into online banking. Instead, contact your financial
institution immediately.
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e Online Access™”

Right here. Right now. Just right.

Welcome Stephanie Johns!
Loq O | Profile | Heip

Accounts Transfers Bill Pay Money Desktop elock Invoicing Messages Alerts Other

Security Phrase

Please create a unique phrase that only you are familiar with. This phrase wil be displayed to you whenever you log into the Online a

Banking system. The purpose of this phrase is to assure you that you are logging into your financial institution's secure Online Baniing

site instead of a fraudulent site L
Quick Links *

Ahvays remember that if you do not see your unique phrase when logging into the Online Banking system do not key in your passcode

d call your financial nstiub diatety! Coneot Logi:

and call your financial institution immediately 392012 11.35:39 AM CST
9777195114

Security Phrase

I Previous Login:
| 3/9/2012 11.36:39 AM CST

=
A

Car loan rates
as lowas
2.2%
Learn More!

Copyright ©2012. Al rights reserved Privacy | Temms of Use

4. Security Questions

Once you have entered your security phrase, you will be asked to answer 5 security questions or
create your own. Select a question from the drop down box or type one of your own into the text

box beside "Custom Question". When you have selected and answered all of your security
questions, click Submit.
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Welcome Stephanie Johns!
Loq Off | Profile | Help

Accounts Transters Bill Pay Money Desktop el ock Invoicing Messages Alerts Other

Security Questions

Please configure five different questions below. These questions will be used to perform additional authentication when logging into Control Bar 8
Online Banking. You can select pre-defined questions from the drop down menus, create your own unique questions by typing them in Unread Mess

the space below the drop down menu, or use a combination of either pre-defined or custom questions. For each question, please type Be
an answer in the field beiow the question

Quick Links r.)
To provide otection for your onl nts f thorized use, it is best to ch sions that only y th Kot Logk:
0 provide maximum peotection for your online accounts from unauthorized use, it is best to choose questions that only you or other 29/2012 11:35.39 AM CST
suthorized users will know the answers fo. Your answers will not be case-sensitive 97.77.195114
Previous Login:
Question 1 of 5 /972012 11:35.39 AM CST
Select Question (B LRl [+ 97.77.195114

Custom Question |

Need to open an

Answer li m‘ accournt, but
=, can'tgettothe
— bank?

Question 2 of 5

Select Question [[Select a question or enter your own] I

Custom Question |

Answer

Question 3 of 5

Select Question I[Seled a question or enter your own] F]

Custom Question |

Answer [—

5. Change Password

After you have selected and answered all of your questions, you will be required to choose a
permanent password. Criteria for how your password should be created will be displayed on
the screen. It will provide specific instructions as to how many characters the password must

contain, whether or not it should contain both upper and lower case letters, both humber and
letters, and/or special characters.

\Welcome Stephanie Johns!
Log Off | Profile | Help

Accounts Transfers Bill Pay Money Desktop el ock Invoicing Messages Alerts Other

Change Password

Enter your new password in the text fieids below (Control Bar =)
U adM
Your password must contain at least 5 characters and it must meet 1 of the following requirements: _:—(—t’}"—"' d Mo
« Mixed Case (at least 1 upper case and 1 lower case) ——
= Alpha Numeric (at least 1 letter and 1 number) Quick Links &
= Special Character (at least 1 character that isn't a number or letter) Current Login:
3/92012 11:36:39 AM CST
New Password 9777195114

sescsnsee Previous Login:
3/92012 11:36:30 AM CST
New Password (confirm) 97 77195114

-ccoo.cool
'
Car loan rates
as lowas
2.2%
Learn More!

Copyright 2012 Al rights reserved Privacy | Terms of Use
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6. User Profile

This screen will prefill with your name and email address. Be sure that this information is correct
prior to clicking the submit button. There are additional options on this screen that you can
configure to your personal preferences as well.

Welcome Stephanie Johns!
0q Off | Profie | Help

Accounts Transfers Bill Pay Money Desktop elock Invoicing Messages Alerts Other

Update User Profile / Preferences

Profile and Preferences
Piease updale your personal information and setings

Quick Links .

First Name [ i Your frst neme (what you Nke fo be cafied)

Current Login:

392012 11:36:39 AM CST
Last Name |Johns 97.77.195.114

r Previous Login:
Emall Address |sjohns@ibanktech net 3/9/2012 11:36:39 AM CST
9777195114

Show Full Account
Numbers HOME BB
SWEET ‘&=
HOME
made easy!

Show Closed Account

APPLY ONLINE NOW

Allow Password Reset v

Items Per Page |10

Hide Control Bar

7. Security Code Delivery Methods

After you have entered your profile preferences, you will be asked to select a Security Code
Delivery Method. Security codes are often used as part of the regular login procedure. A security
code can be sent to your telephone as a text message or a voice message. If your financial
institution offers this type of service, you may select how you choose to receive the code. If your
financial institution does not offer this service, you will still be asked to select a delivery method in
the event that they should offer it at a future date.
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Accounts Transfers Bill Pay Money Desktop el ock Invoicing Messages Alerts Other

Security Code Delivery Methods

For your proection we have added an additional iayer of secunty When logging into Online Banking, you may be asked 10 enter @

=]
secunty code. This code can be sent to you via text message or through an automated phone call
Please provide 3 valid phone number that can receive such messages and specify whether the message should be delivered via text Quick Links »
or voice. You will be able to add more delivery methods once you have logged into Online Banking
Current Login:
3/9/2012 11:36:39 AM CST
Security Code Delivery Method 9777195114

Please configure the inltial dekvery method below Previous Login:

3/92012 11:36:30 AM CST
Type |Please select a type | v 97 77.195 114
Phone Number HOME
SWEET
* HOME
TestMessage @ vyegs . Send a test message

made easy!
" No - Do not send & test message

Message and data rates may apply. Such charges include those from your communicabions service provider

Copyright ©2012. All rights reserved Prvacy | Terms of Use

Congratulations! You have completed the information set up for your initial login! You may now
view your accounts by clicking on each account link to view specific details regarding the account.

rd

Accounts Transfers Remote Deposit Bill Pay Money Desktop el.ock Invoicing Meseiat)esA Alerts Other
Account Summary
This is where custom text can be entered Control Bar =]
Deposit Accounts » Open a New Account Re,
Account Type Balance Quick Links 2
o (*5678) Cl 2 S
Checlang (*5678 hecking $65,914 50 Current Login:
Checking (*3485) Checking $67.074.78 372772012 403:30 PM COT
97.77.195.114
Totat: $132,989.28
Loans » Apply for a Loan Previous Login:
326/2012 20712 PM COT
o2 Type ancs 97.77.195.114
oan (*0372) Loan $15,000.00
Loan (*1963) Loan $249,095.07 s PR s
Total: $264,095.07 as lowas
£ 2.2%
Other Accounts » Apply for a Credit Card Learn More!
Account Type Balance —_—
canon Remote Deposit Capture $0.00
pefech Remole Deposit Capture §0.00
gm Remote Deposit Capture $0.00
smansource Remote Deposit Capture $0.00
15230 Remote Deposit Capture $0.00
Totakt: $0.00
Not seeing all of your accounts in the summarn®? Request sccess to additional accounts through secure messaging
\

2.3 Default Alert Subscriptions

For security purposes two different alert subscriptions are setup automatically for all new online
banking users. Alert subscriptions are email notifications that are sent to the customer, via the email
address they have on file in online banking, notifying them when certain activity or events occur in
their online banking account. There are many alert subscriptions that your customer can sign up for
on their own once they have logged into online banking. However, since the information needed to
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setup a customer for online banking access is confidential information that could potentially be used
for identity theft, the system will automatically setup these two alerts to keep your customer
informed of the changes.

The two alert subscriptions that are created are:

«Online Banking User Profile Changed: This alert notifies the customer any time information
pertaining to the their online banking account has been modified. It includes information such as
their name and email address.

«New Message in OLB: This alert notifies the customer whenever a secure message has been sent
to them via online banking. The customer must log into online banking and view the message.
Secure messages are not sent via standard email.

. Accounts Transfers Bill Pay MoneyDesktop Messages (0) Alerts (0)
List Alerts View Recent Add New Alert Delivery Methods

Alerts

Alerts allow you to receive email or text notifications about account or security related events that occur within Online Banking

Alerts are also where you will configure additional delivery methods to receive the security code when logging into Online Banking.

To get started, configure your delivery methods first, then proceed by adding the alerts you wish to receive. Your existing alerts are listed below.

Selected Accounts Delivery Methods Action
[H Online Banking User Profile Changed NIA | Delivery Options: 1 Edit | Delete | History
« kbarclay@ibtapps.com
N/A 'Delivery Options: 1 Edit | Delete | History

| Bl New Message in OLB

« kbarclay@ibtapps.com

Message and data rates may apply. Such charges include those from your communications service provider.
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3 Logging Into Online Banking

3.1 Existing User Log in

For existing online banking users, the standard sequence of screens that they will go through to log
into online banking is as follows:

1. Enter User name

2. Go through Multi-Factored Authentication (MFA)

3. Remember my machine - the ability to choose to opt out of MFA for the machine being used
4. Verification phrase and enter password

Step 1: Enter User name
On the login screen from your institution's online banking site, the existing user will enter their user
name and click 'Submit’

Log On

Welcome to Online Banking! In order to keep your accounts and information safe, we have added additional layers of security to the login process. These security measures
validate you as an authorized user and give you the peace of mind that you are logging into our official Online Banking site. Please enter your Online Banking username.

Existing Users New Users
+ Enter custom text here to

advertise a product!
Benefits include: + Or use this area to education
* Access to account balances and customer about online safety.

+ Secure communication with bank staff
* Ability to perform transfers

[~ Register |

Always check your browser for the ‘Lock’ symbol that indicates that you are connected to us using an encrypted connection. If you ever doubt the authenticity of this site
double-click the lock symbol in your browser and verify the validity of the associated certificate

New users may register online at any time.
Username

le

Step 2: Multi-Factor Authentication

Your financial institution has the option to decide which type Multi-Factor Authentication method
your users will have to go through when logging into online banking. Your bank can choose for
customers to either answer security questions or receive a security code via a text message or
phone call. Regardless of which method your financial institution chooses, the method of MFA can
be overridden on a customer by customer basis. For example, let's say that your bank has chosen
the security code method. However, you have some customers that are not able to receive a
security code for various reasons (perhaps, do not own a cell phone, do not know how to use this
type of technology, or are in a location where service is not available to receive a text message or
phone call.) These particular customers can have their online banking account modified so that
they are authenticated using the security questions when they log in as opposed to receiving a
security code. Regardless of which method of MFA your institution chooses, your customers will
have the ability to 'opt out' of the MFA on a machine by machine basis. This process is called
'Remember my machine'.

Security Questions

If your financial institution has chosen to use security questions, you have the ability to configure
the number of questions that are presented to your customer when they login. The default amount
is 3 but can be configured to present more or less questions. Whatever amount is configured, the
system will randomly select that amount of questions from the 5 questions that were created during
enrollment. Each time the customer logs in the questions may change as they are randomly
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chosen each time. The screen shot below is an example of 3 security questions being presented to
the user.
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Answer Security Questions

To verify your identity, answer these security questions. (Answers are not case sensitive.)

@ Show answers as you type thenD

What is your mother's maiden name?
What is the first name of your first boyfriend / girlfriend?

What is the make and model of your first car?

—
[ Submit |

Note that the customer can check the 'Show answers as you type them' option to see their answers
in plain text. If they do not select this then their answer will appear as asterisks as they type. The
answers to the questions are not case-sensitive, but the content has to be exact in order for the
customer to successfully authenticate through this step. For example, if during enroliment, a user
created a question and the answer was entered as 'Susan’, the user can type either 'Susan' or
'susan’ and still authenticate successfully during a login.

Security Codes

This option of MFA requires the customer to request a security code that will be delivered either
via text message to their mobile device or by receiving a phone call to a specific phone number.
Each customer is required to configure at least one delivery channel during enrollment, however,
they can configure as many deliver channels as they want once they are logged into online
banking. For specific details on how to configure multiple delivery channels, please see the
'Delivery Methods' section of the 'Alerts' chapter of this manual.

Once a security code has been requested, it is valid for a limited amount of time. The amount of
time that a code is valid for is a configurable option within the online banking administrator. If the
customer fails to enter the code within the configured amount of time, they will be required to
request a new code. Also, if a customer receives a code and enters it incorrectly, they are able to
retype the code correctly along as the code has not expired.

The following screen shot is an example of the security code request screen.

Request Security Code

To verify your identity, please request a security code selecting one of your delivery methods below and clicking the Get Code button. It should take approximately 10-30 seconds
to receive your code.

Once you receive the code, you will need to enter it on the next screen within 5 minutes of requesting it in order to continue logging into Online Banking

Do not share this code with anyone else. Any request for this code from another party is fraudulent.

(U Deliver securitv code via text messaae to Karen's Phone

" GetCode |

Step 3: Remember Workstation

Remember this machine simply means exactly what the caption on the screen says: Don't make
me answer extra questions/enter a security code to log in on this machine. (Only
"Remember this machine" on a computer owned by you and not on any public-accessible
computer). On computers where you can access the Internet for free like Internet cafes, libraries,
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etc., NEVER choose "Remember this machine" because your security cannot be guaranteed.
Be extra careful logging into Online Banking when using a shared computer; even in the work
place.

Remember Workstation

Please choose one of the following:

ememberthis machine. Dont make me answer extra questions to log in on this machine.
(Only 'Remember this machine’ on a computer owned by you, and not on any public-accessible computer.)

Don't remember this machine. Ask me security questions each time | log in.

If you choose to remember this computer, you can change your choice later in your preferences.

At any time, you may log into Online Banking and click the Profile tab to change your preference for
remember or don't remember a workstation.

Step 4: Verification phrase and enter password

In this final step, the user must first verify that the verification phrase that is being presented to
them on the screen is the verification phrase that they created. If it is the correct phrase, then this
tells the customer that they are about to log into your institution's valid online banking site. If it is
NOT their verification phrase, then the customer should NOT log in and should contact their
institution immediately.

As a security precaution, once the customer has created the phrase - even though it is entered as
'text’ - the system will convert this to an image and it is stored in the database as an image. Thus,
when the phrase is presented to the customer during the log in sequence, they are actually seeing
an image of the phrase they created. By doing this, we are preventing hackers from using screen
scraping technology to steal the verification phrase.

If the customer feels that their verification phrase has become compromised, they will have the
ability to change this phrase from within online banking.

Password

Before entering your password, confirm that the verification phrase you see below is the verification phrase you created when setting up your account.

If you do not recognize your verification phrase, do not log in! Contact your financial institution immediately!

My Demo Rocks!

Please enter your Online Banking password

[ submit _|

Forgot your password?
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3.2 Forgot Your Password

The ability to reset your password is a feature that a customer MUST opt in for. Usually, customers
will opt in for this during the online enroliment process on the 'Update User Profile’ screen as shown
in the screen shot below.

Update User Profile / Preferences

All Fields Required
Profile and Preferences

Please update your personal information and settings.

First Name ||rene
Last Name |Rich

Email Address Ikbarclay@ibtapps.com

Show Closed Account [ ]

Allow Password Reset [V

Items Per Page |1p

If a customer fails to opt in for this during enrollment, they can always opt in for it from the Profile
settings once they have logged into online banking. If a customer has not opted in for password
reset and they have forgotten their password, the only way they can get assistance is to contact the
online banking administrator and have their password reset for them.

The "Forgot your password?" link is located on the password entry screen of the login sequence.
In order to get to this screen the customer must first enter their user name and then validate
through any multi-factor authentication. After the customer clicks the 'Forgot your password?" link,
they will immediately be presented with 3 of their security questions. If the customer answers
these questions correctly, they will receive an email containing a temporary password they can use
to log into online banking. The email is sent to the email address the customer has configured
under their user profile preferences.

There is a configurable option that determines the number of times that a customer can answer
these questions incorrectly before they are locked out of online banking. If the customer exceeds
this limit, their online banking account is locked and they will have to contact the financial institution
to have their account enabled.

4  Accounts

41  Summary

When you first log into Online Banking, an account summary will display listing all of the accounts
you have access to at the financial institution. The Account Summary screen is for informational
purposes. It gives a big picture snapshot of all accounts to which you have access at the financial
institution. Accounts with a negative balance are shown in red text. Accounts with a positive
balance are shown in black text.
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Each account number displays as a hyperlink. In order to get more detail about a specific
account, the customer can simply click on an account number. This will display further menu

options for that account. Such as, the ability to view transactions, statements, download history,
etc.

In the screen shot below, an account has been selected from the account summary screen. The
'View Transactions' option will display by default. You can see that additional menu options are
now available in the sub-channel navigation bar right below the main navigation bar.




